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Opinion

Cybersecurity Lessons From the Change Healthcare Attack

Cybersecurity is increasingly critical to the day-to-
day delivery of health care. From mandatory institu-
tional trainings to seemingly ubiquitous media reports
of ransomware attacks, even the proudest clinical
Luddites are likely aware of the threat posed by cyber-
attacks to the practice of medicine. Cybersecurity inci-
dents affecting health care delivery organizations (HDOs)
have become increasingly frequent and disruptive.
From 2016 to 2021, the number of ransomware attacks
(a common cyberattack in which computer networks
and the data contained within them are held hostage
for pecuniary gain) on HDOs more than doubled.' These
cyberattacks come with immense financial costs and
disruptions to patient care.?>

The recent ransomware attack on the technology
conglomerate Change Healthcare may herald a new era
of cyber threats, wherein hackers target key elements
of health care infrastructure rather thanindividual HDOs.
Change Healthcare (a subsidiary of Optum Inc, a sub-
sidiary of UnitedHealth Group) offers revenue and pay-
ment cycle management services. When a ransom-
ware attack disabled many of their electronic systems,
thousands of physicians (many previously unaware of
the existence of the company) and hospitals across the
country were suddenly unable to submit claims and re-
ceive payment. By some estimates, this meant $100 mil-
lion per day indeferred patient care revenue for the more
than 3 weeks required to restore Change Healthcare sys-
tems to full functionality.* As a result, many HDOs re-
ported difficulties purchasing supplies, paying staff, and
covering other expenses. Beyond delayed revenue, the
Change Healthcare attack also disrupted many HDOs'
ability to verify patients' insurance coverage, seek prior
authorization, electronically exchange clinical informa-
tion, and e-prescribe medications. In an informal sur-
vey fielded by the American Medical Association nearly
2 months after the attack, 60% of respondents re-
ported continuing challenges in verifying patients' in-
surance details and 85% reported continuing disrup-
tions in submitting and receiving claim payments for
services rendered.®

Without directly affecting any patient-facing care,
the Change Healthcare attack profoundly disrupted
the US health care system. The byzantine complexity
of the network of ancillary services, supply chains, sys-
tems, and vendors supporting every hospital in the coun-
try is a web instinctually appreciated by every physi-
cian, but it is only after such linchpins fail that we fully
appreciate their importance.

The Change Healthcare attack hints at the exis-
tence of a tremendously consolidated and, therefore,
vulnerable market for key health care infrastructure ser-
vices. This particular attack was so disruptive because
Change Healthcare processes an estimated 15 billion
health care transactions and touches 1in every 3 pa-

tient records.® Based on market share alone, it is not sur-
prising that Change Healthcare presented an appealing
target for hackers. Furthermore, the corporate anatomy
of the company, evolving as a series of acquisitions,
mergers, and consolidations, may have resulted in ad-
ditional risk, as the disparate technology platforms, soft-
ware collections, and networks of each individual
subsidiary are subsumed into the larger whole. After an
alleged $22 million ransom payment was made to the
organization claiming responsibility for the attack,”
the incentives for cybercriminals to target health care
infrastructure services seem increasingly lucrative.

Given its unprecedented scale, the Change Health-
care attack has rightly garnered unprecedented atten-
tion from policymakers and regulators. The Centers for
Medicare & Medicaid Services within the Department of
Health and Human Services took the rare step of advanc-
ing Medicare payments for hospitals and physicians. The
Office for Civil Rights within the Department of Health and
Human Services launched an investigation into what is
likely to be a massive breach of personal health informa-
tion affecting millions of patients. Federal policymakers
are pursuing multiple legislative and regulatory changes
in response to the Change Healthcare attack and the
broader cyberthreat facing health care.

One thing is clear from the current policy conver-
sations: physicians can anticipate cybersecurity mea-
sures becoming an even more important aspect of clini-
cal practice and enterprise operations. While currently
voluntary, the Department of Health and Human Ser-
vicesintends to enforce minimum cybersecurity perfor-
mance goals for HDOs by the end of this decade.® These
include implementing vendor and supplier cybersecu-
rity requirements, strong encryption, and multifactor
authentication. In light of the recent revelation that the
Change Healthcare attack started when cybercriminals
breached a server without multifactor authentication,
there is reason to believe that incentivizing the adop-
tion of basic cybersecurity measures may decrease the
frequency of cyberattacks.®

As cyber threats evolve in sophistication, so too do
the actions necessary to prevent and prepare for them.
Specifically, the Change Healthcare attack suggests that
HDOs would do well to answer the following questions:
Who are your critical third-party vendors, financial inter-
mediaries, and infrastructure dependencies? Do they en-
gage in appropriate cybersecurity prevention and plan-
ning activities? In the event of multiweek third-party
downtime, how would you minimize the effects on care
delivery and business continuity? While discovering the
answers to these questionsiis largely the responsibility of
information security professionals and emergency man-
agers, physicians know best how patient care workflows
may depend on external entities. We suggest that clini-
cians work hand-in-hand with information security staff
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todevelop and refine cybersecurity incident response plans. Further-
more, we suggest that HDOs conduct cyber incident planning at
the regional level, in recognition of the fact that cyberattacks affect
patterns of care well beyond the entity experiencing the attack.3
While the Change Healthcare attack is the first example of large-
scale disruption of critical health care infrastructure, it is unlikely to

be the last. Market consolidation and a push for interoperability go
hand in hand with the proliferation of cybersecurity vulnerabilities.
Our ability to prevent, prepare for, and respond to cybersecurity in-
cidents will depend on our ability to better understand the hidden
connections within clinical infrastructure and keep our finger on the
digital pulse of medicine.
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